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Abstract: With the deep integration of industrialisation and informatisation, industrial control systems (ICS) were
faced with increasingly complex security threats while productivity was being enhanced. An in-depth study of the
propagation mechanism of industrial control system security risks was conducted to guarantee safe and stable opera-
tion. For this purpose, the susceptible - infected - recovered - susceptible (SIRS) infectious disease model from bi-
ology was drawn upon to analyse the mechanism of security risk propagation in industrial control systems. The sys-

tem state transition diagram was constructed based on the SIRS model, and the corresponding system of differential

s HEA: 2025-01-14; 1&EIHER: 2025-05-06
WBEMEE: T8, 1542811931@qq.com

SIMAE: L B8, £ 80 TR H R 50w KSR HLELT L[], M2 515 2 a7k, 2025, 11(4): 107-116.
Citation Format: WANG H M, WEI Q, WANG L M. Research on the mechanism of industrial control system security risk
propagation[J]. Chinese Journal of Network and Information Security, 2025, 11(4): 107-116.



* 108 -

WZs 515 B i

equations was established. Based on this model, the rate of change of infected nodes was used as a core indicator to
analyze the speed of risk propagation, and key factors influencing the propagation speed were identified and quanti-
fied. The range of risk propagation was studied based on the threshold properties of the basic reproduction number
Ro. When Ro < 1, it was proven that the system exhibited global stability at the disease-free equilibrium point Eo by
constructing a Lyapunov function, indicating that the risk would gradually decay over time and eventually disap-
pear entirely from the system. When Ro > 1, by solving the characteristic equation of the Jacobian matrix, it was
shown that the system achieved local asymptotic stability at the endemic equilibrium point E*, revealing that the
risk would propagate steadily within the system and would not disappear autonomously. Optimal control theory
was applied to study the control of risk propagation. The existence of an optimal control solution was proven using
optimal control theory, and the optimal control strategy was derived by introducing the Hamilton function. To
verify the rationality of the theoretical model, the global stability of the disease-free equilibrium point and the local
asymptotic stability of the endemic equilibrium point were validated through numerical simulation and experimen-
tal analysis, respectively. This study thus provides theoretical support for the quantitative assessment and precise
control of safety risks in industrial control systems.

Keywords: industrial control system security, SIRS model, risk propagation speed, risk propagation scope, risk
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Table 1 Information on equipment vulnerability
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